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ABSTRACT

BEC (Business Email Compromise) attacks are frequently occurring by impersonating accounts or management through
e-mail and stealing money or sensitive information. This type of attack accounts for the largest portion of the recent trade
fraud, and the FBI estimates that the estimated amount of damage in 2019 is about $17 billion. However, if you look at
the response status of the companies compared to this, it relies on the traditional SPAM blocking system, so it is virtually
defenseless against the BEC attacks that social engineering predominates. To this end, we will analyze the types and
methods of BEC accidents and propose ways to effectively counter BEC attacks by companies through Al(Artificial
Intelligence).
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Fig. 1. Pre-Study on Email Threats (27)(28)
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Table 1. BEC Attack Test
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Fig. 3. BEC Attack Program
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Fig. 8. Email Header Extraction Diagram
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Accuracy | Precision Recall Time

J48 98.5% 0.989 0.989 16

Naive

67.1% 0.931 0.671 3%
Bayes

kNN 98.6% 0.987 0.986 402z

SVM 93.6% 0.941 0.937 |2,755%

OneR 95.7% 0.955 0.957 3%

4t 90.7% 0.960 0.908 |635.8%

Azd FRE AHE QAP S 5 AR R
Vg 94 e wsld J48 vAleY daelEe
Bl st

% 2ol
wsto] 1o A4stelan J48 el Ze w}—f— 44

BEC 37 Attack_Power.. v A ~
€ T POSIN - CvieeczZExl O U+
BEC Attack Detection System
BECAttack @EY ©3% 1 >
2
O B 2
2 onryu mail.ce >
e .. I
hoort ju... [
doi .. [ 3%
il.co >
o 1 2 27
choonh g@g... >
From !
SPF oA
pass EL
fou sec -
st subject spr Retwm-path o N
10 DO JHur

Fig. 12. Al-based BEC attack detection system
screen

Yo% AA| Axd 79 A, 447 BEC 34 9
A7} FPssked Az 37 et B 2 2
To = 53l 122 7|E Rule basett AvE| L

7Iuke] ®hx] wRA 3 v wste] YBd A oS
a3k = glglet.
v.d E

B dFox= BEC Adll 328 ©@A517] 914 o]
| Header Axol digh ey s4s Bz
oA} o -2 &3 ¢ gl nulE FEsly 1 B3
AL AZsldet. Algke mdle] A%-S A8y ¢

3 Accuracy, Precision @ Recall® %3] Score
+A5 sslen Algl AHa r|E 719= o

SPAM =gk A|zdo|u} etz Bhz] A9 Hol
A 281E 93]3}= BEC 240 da|A 20 sl 3

B d3e | REAT 4 AREA7]7]F
SCTATFAE SAA LA 18] A2



A ¥R 583 =wA] (2020. 10) 845

References

FBI, "'FBI I1C3 2019 Internet Crime
Report,” https://www.fbi.gov/news/sto
ries/2019-internet-crime-report-releas
ed-021120, Jan. 2020

FSEC,
Forecast Report,” http://www.fsec.or.k
r/fsec/index.do, Mar. 2020

KISA, "2019 KISA Cyber Threat Trend
Report,” KISA https://www.krcert.or.k
r/data/reportView.do?bulletin_writing_
sequence=35239, Feb. 2020
Trendmicro, “Business Email Com-

“2020 Cybersecurity Issue

promise,” https://www.trendmicro.com
/vinfo/us/security/definition/business-
email-compromise-(bec), Mar. 2020

R Sikorski, R Peters, "A privacy pri-
the Web: bread
crumbs, and cookies,” The Journal of
the American Medical Association,
ISSN 0098-7484, E-ISSN 1538-3598,

mer for spam,

Apr. 1998

Hinde Stephen, “Spam: the evolution
of a nuisance,” pp. 474-478, ISSN
0167-4048, Sept. 2003

W.G. Hoover, C.G. Hoover,
‘SPAM-based recipes for continuum
simulations,” pp. 78 85, ISSN

1521-9615 , Mar/Apr. 2001

DuBoff, Leonard D, King, Christy O,
Beware, “Avoiding the
Scams,” pp. 11-13, ISSN 8756-3894,
E-ISSN 1559-7075, Mar/Apr. 2009
Deborah Schaffer, "THE LANGUAGE
OF SCAM SPAMS: LINGUISTIC
FEATURES OF NIGERIAN FRAUD
E-MAILS,” pD. 157-179, ISSN
0014-164X , Apr. 2012

Peter Ribic, “The Nigerian email scam
novel,” pp. 424-436, ISSN 1744-9855,
Jan. 2019

Blanzieri, Enrico and Anton Bryl, "A

Educators

survey of learning-based techniques of

(12)

(16)

(17

(18]

(19

(20)

(21

(22)

Artificial
pp. 63-92,

email spam filtering,”
Intelligence Review 29.1,
July. 2008
JAKOBSSON
“Detection
promise,” U.S. Patent Application No
15/414,489, Aug. 2017.
ZWEIGHAFT and David,
email compromise and executive im-

personation: are financial institutions

Markus,
email

and Bjorn

of business com-

“Business

exposed?,” Journal of Investment
Compliance, May. 2017.
Remorin, Lord, Ryan Flores, and

Bakuei Matsukawa, "Tracking Trends
in Business Email Compromise (BEC)
Schemes.” Trend Micro 18.1, 2018
Wikipedia, “email header Standard,
https://tools.ietf.org/html/rfc822, Feb.
2020

BecomingHuman.AlI, “Al algorithms,”
https://becominghuman.ai/, Feb. 2020
Microsoft, "ML  Algorithms Sheet,”
https://docs.microsoft.com/, Feb. 2020
Hyun-Jun Kirn, Jason J. Jung and
O0eun-Sik Jo. “Spam-Mail Filtering
System Using Weighted Bayesian
Classifier,” Journal of KIISE: software
and usage products 31.8, pp.
1092-1100, Aug. 2004

Wikipedia, “Confusion Matrix,” https:
//en.wikipedia.org/wiki/Confusion_mat
rix, Mar. 2020

Sango "Spam-Filtering by
Identifying Automatically

Lee,
Generated
the
Sciences.”

Email Accounts,” Journal of
Society  of
Software and Applications 32.5, pp.
378-384, May. 2005

Jindal, Nitin, and Bing Liu. "Review
spam detection,” Proceedings of the
16th  international conference on
World Wide Web, pp. 1189-1190, May.
2007.

Markines,

Information

Benjamin, Ciro Cattuto,



846 AIE %3 BEC (Business Email Compromise) 34%] &349l of-gHlek 14

and Filippo Menczer. "Social spam de- (26) Akinyelu, Andronicus A and Aderemi
tection,” Proceedings of the 5th O. Adewumi, "Classification of phish-
International Workshop on ing email using random forest ma-
Adversarial Information Retrieval on chine learning technique,” Journal of
the Web, pp. 41-48, Apr. 2009. Applied Mathematics 2014, Apr. 2014

(23) Barreno, Marco, et al. "The security (27) Academic Information, "BEC, SCAM,
of  machine learning,” Machine social engineering,” https://academic.
Learning 81.2, pp. 121-148, Apr. 2010 naver.com/, Feb, 2020

(24) Buczak, Anna L., and Erhan Guven. (28) Scholar, "BEC, SCAM, social engineer
"A survey of data mining and machine ing,” https://scholar.google.co.kr/ Feb,
learning methods for cyber security 2020
intrusion detection,” IEEE (29]) Blog, “levenshtein algorithm,” https://
Communications surveys & tutorials www.cuelogic.com/blog/the-levenshtei
18.2, pp. 1153-1176, Oct. 2015 n-algorithm, Jan. 2020

(25) Papernot, Nicolas, et al. "Towards the
science of security and privacy in ma-
chine learning.” :1611.03814, Nov.
2016

(M X274

o] = 7 (Dokyung Lee) A3

20074 8¥: o}t HrFAEH =9

20179 94 ~&A: zEt) ARR S HataH

20074 129 ~20114: @54 AR%EA Data Center

2011‘3~2014Lﬂi FTFAEEY R

2014 ~&A: @FAF A|FHE CDO Security Audit®

(I o}y Z*EHE A wxley, tAEE44], Operation Technology X®at

24 71 4+ (Gunsoo Jang) A3

2009L4 294 WA AFe T 24

20084 129 ~2017d: @FA AREA Data Center

2017~dA: AFAFETY Security Audit®

(FA R}y ARRT AHA wal 7kl /A ERS A Wl Avds

o] 4 & (Kyung-ho Lee) &413])

19894 84: A7k st S} oA}

19979 8% A7 e w ABEANEY AAF 29
2009 84 il AR B S ehehe Whab &9
2017 29~20194 29 sk A RAARA
2011~ A arefelstal R H Soshyd e
(FAEeh) ARRs AR fddREs AA ], MY, E5A

E_u

E_u

°3i




